},Lgll;ia\

o L

Keynote Address — 3 AR

CLAWAIR tss0m®

August 24-26,2020 & MOSCOW, RUSSIA

—

Robotics Assistance to predict,
prevent, detect, measure, protect,
manage improvised CBE risks

Dedicated to the Memory of Prof. Valery G. Gradetsky

Professor Manuel Armada Professor Yvan Baudoin

Centre for Automation and Robotics (CAR) Prof. Emeritus Royal Military Academy Belgium
CSIC-UPM, Madrid, Spain Manager ERKC at International CBRNE Institute
www.car.upm-csic.es www.ici-belgium.be

Wednesday 26 August 2020



STRUCTURE

1. CONTEXT — THE CONVENTIONS

2. THE THREAT

3. COUNTER THREATS STEPS

4. PREDICTION: CBRNE THREATS (INFORMATION FROM Interpol, ICI)

5. THE ROLE OF ROBOTICS. AN EXAMPLE OF COOPERATION: THE TIRAMISU PROJECT




1. Context- The Conventions

CHEMICAL-BIOLOGICAL-RADIOLOGICAL-NUCLEAR-EXPLOSIVES

CBRNE




The Chemical Weapons
Convention (CWC) is an arms
control treaty that outlaws the
production, stockpiling, and use
of chemical weapons and their
precursors

CWC Convention

s,

13 January 1993

Convention on the Prohibition
Statistics of the Development,

191 States Parties covering Production, Stockpiling and
98% of the global population Use of Chemical Weapons and

n their Destruction and it i
90% of the world's declared stockpile 0 t,e_ estruction and it is
of 72.524 metric tonnes of chemical administered by the

Signatory States whm_h have not yet ratified the CWC agent have been destroyed. Organisation for the Prohibition
® |SRAEL ( Signature:13 Jan 1993) )
5,545 inspections have taken place at of Chemical Weapons (OPCW),

States that have neither signed nor acceded to the CWC 265 chemical weapon-related and 2,024 an intergovernmental
1 ANGOLA industrial sites on the territory of 86 izati b dinTh
: States Parties since April 1997 organization based in e
2. EGYPT | - | Hague, The Netherlands. The
i. 2185:::3 gLCJ)[l?AEG iilgti;nndustnal facilities are liable to treaty entered into force on 29

April 1997.



BWC Convention

Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on their Destruction

Non-Signatory States

Andorra
Angola
Chad
Comoros
Djibouti
Eritrea
Guinea
Israel Signed only
Kiribati v Central African Rep -
'_” atl . v Cote d'lvoire : Parties: 173 as of March 2017
M|crc.)n.e5|a v Egypt
Namibia v Haiti
Niue v Liberia B Signed & ratified
Samoa ¥ Nepal B Acceded or succeeded
v Somalia .
South Sudan v Syria Only signed
Tuvalu v Tanzania I Non-signatory

Biological Weapons
Convention.

The Convention on the
Prohibition of the
Development, Production
and Stockpiling of
Bacteriological (Biological)
and Toxin Weapons and on
their Destruction (usually
referred to as the
Biological Weapons
Convention, abbreviation:
BW(C, or Biological and
Toxin Weapons
Convention, abbreviation:
BTWC) was the first
multilateral disarmament
treaty banning the
production of an entire
category of weapons



USA

First tested, and then .
dropped bombs on " <.
Hiroshima and
MNagasaki in 1945.
Joined the NPT in 1968.

" |NNW member
__|slates

Non signatory state with |~

no nuclear weapons

NWS that signed the
Treaty

Nuclear armed states
not party to the NPT

Withdrew from the
Treaty

>

““nuclear weapon
in 1952, and
signed the
Treaty in 1968,

~=... South Sudan i N PZa

“1s'the only African nation.- | _
~7non signatory to the NPT+
e P N

France
First nuclear
explosion was in 1960

1992.

and joined the Treaty in

i ! A
*

~

iy

Nuclear Non-Proliferat

[~ Israel
) Widely believed to possess
sophisticated nuclear
arsenal, though pursues
“.& v policy of ambiguity over its
' possession.

Russia

As the USSR, the country first
conducted a nuclear test in 1949
and joined the NPT in 1968.

Pakistan J
Detonated its first nuclear
explosion in 1998 as a
response to nuclear
tests made by India.

India
Conducted its first nuclear test

in 1974, declared peaceful in
nature. Three weapon tests in

1998.
China

1992

ion Treaty Map

Radiological -
Nuclear weapons

“—North Korea

o ~Withdrew itself
from the Treaty
in 2003, and
tested its first
nuclear device
in 2006,

Tested its first nuclear device in
1964, and acceded to the Treaty in

The Treaty on the Non-
Proliferation of Nuclear
Weapons, commonly known as
the Non-Proliferation Treaty or
NPT, is an international treaty
whose objective is to prevent
the spread of nuclear weapons
and weapons technology, to
promote cooperation in the
peaceful uses of nuclear
energy, and to further the goal
of achieving nuclear
disarmament and general and
complete disarmament.
Between 1965 and 1968, the
treaty was negotiated by the
Eighteen Nation Committee on
Disarmament, a United
Nations-sponsored
organization based in Geneva,
Switzerland.



OTTAWA-OSLO Treaties 1997/1999: prohibition AP and CM

Convention on
the Prohibition
of the Use,
Stockpiling,
Production and
Transfer of Anti-
Personnel
Mines and on
their
Destruction
Oslo, 18
September

R i B e e S T 1997

i i Pl | B et i



2. The Threats

CBE: CHEMICAL BIOLOGICAL EXPLOSIVES threats




CBRNE threats

c DELIBERATE CWASs Y CDD WMDi

ACCIDENT ——>{ TICs CED

DELIBERATE BWAs ——> Bioterrorism WMDe
‘f

NATURAL ->» Epidemic/Pandemic MDi

(IEDs) RDD
i DELIBERATE WMDi
R B

ACCIDENT

Bomb
DELIBERATE WMDe
HFEMP

DD = Dispersal Device (use of IEDs); ED = Emitting Device (i.e. Tokyo sarin attack); HFEMP = High Frequency Electromagnetic Pulse; MDi = Mass Disruption; WMDi = Weapons of Mass Disruption; WMDe = Weapons of
Mass Destruction; IEDs = Improvised Explosive Devices; TICs = Toxic Industrial Chemicals, CWA = Chemical Warfare Agents




Definition and use

p» The term improvised explosive device (IED) came into
common usage during the Iraq War (2003).

An |ED attack is the use of a “homemade” bomb and/or
destructive device to destroy, incapacitate, harass, or distract.

|EDs:

® Are used by criminals, vandals, terrorists, suicide bombers,
and insurgents.

® Come in many forms, ranging from a small pipe bomb to a
sophisticated device capable of causing massive damage
and loss of life.

@® Can be carried or delivered in a vehicle; carried, placed, or
thrown by a person; delivered in a package; or concealed on
the roadside.
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Chemical Weapon Chemical IED

A CW is a manufactured standardized munition
such as an artillery projectile.
It Is designed for the utmost efficacy of the chemical agent
and therefore
the way of delivering it to the objective,
IS conceived and engineered to this purpose.

A chemical IED, takes advantage of the IED to deliver the agent
and therefore the efficacy is NOT assured
as this is not a suitable method designed for this purpose.
Consequently and fortunately the effectiveness of the agent is jeopardized.



Disasters involving pathogens

- Disasters in past and recent years (Ebola in Central-East Africa, African Pest in the Belgian
Ardennes, Inundation in Mozambica (2019) or in Bosnia (2014) or in Iran (April 2019),
earthquakes in Italy (2017), contamination with bacteria/viruses in hospitals, DAS in Waste,
pesticides in agriculture, and other ones have generated epidemics or local diseases.

- WHO publishes a list of top emerging diseases likely to cause major epidemics.

- The initial list of disease priorities needing urgent R&D attention comprises: Crimean Congo
haemorrhagic fever, Ebola virus disease, Lassa fever, MERS and SARS coronavirus diseases, Nipah
and Rift Valley fever.

- Three other diseases were designated as 'serious’, requiring action by WHO to promote R&D as
soon as possible; these were chikungunya, severe fever with thrombocytopaenia syndrome, and
Zika. Other diseases with epidemic potential - such as HIV/AIDS, Tuberculosis, Malaria, Avian

influenza and Dengue, must also be taken into account.

- Beside natural bio-events, bioterrorism is also to be considered



Past significant events in BWA

f

Allied Nations including France

(1921), England (1936), Canada

(1941), and US (1942) collaborate

on different aspects of developing

bioweapons. No bioweapons were

utilized by theses countries at this
time.

_/

(.
( Japanese Unit Bioweapons
research was completed on POWSs
and Chinese covilians (Unit 731).
The US and USSR both gained
significant amounts of data from
\ this program at the end of WWII.

Germany initates a bioweapons
program concurrent with their
Chemical Weapons program,

intentionally infect equines with B.
anthracis and B. mallei.

Geneva Protocol for the Prohibition\
of the Use in War of Asphynxiating,
Poisonsous or Other Gases, and of
Bactereological Methods of Warfare
is passed at the first international

diplomatic effort to prevent
biological weapons development. _)

.

British troops provided contaminate
blankets to Native Americans with
the intent of spreading smallpox

The corpses of soldiers who died
from epidemic plague were
catapulted over city wall while
besieging Kaffa by the Tartar army

The first phase of Soviet
bioweapons utilizes basic science to

Timeline* of significant
events in BWA

study and stockpile pathogens. The

1926-
1960's selection of a few resistant and
// “ more pathogenic agents occurs but
\\ the science is limited.
O
\
A
/] 1946- US Bioweapons program
" 196@ weaponizes 7 pathogens and
1 stockpiles 3 agriculture bioweapons.
] \‘
I \
L] \
193] - '\
1946 \ , , T
A} The Biological Weapons Convention
I @ (BWC) s ratified by the USSR and
: US banning biological weapons
i \ research )
I \
A
A
\
Second phase of Soviet

bioweapon program
commences. Utilizing new
technology researchers
generate multi-antibiotic

N

as a bioweapon. The first pair
of letters were addressed to
Senator Wicker and
President Obama but
intercepted before delivery
and tested positive for ricin. A
third letter was received by a
county Judge and also
confirmed to contain ricin.
I Two months later, an
additional pair of letters
containing ricin residue were
addressed to President
Obama and Mayor

I
]

]

]

I

I

I

I

1

l' ( Two additional attacks \
I occurred which utilized ricin
I

I

I

I

I

]

I

]

resistant and other modified
bioweapons.

J

\
)
)
A

-

Accidental release of
weaponized B. Anthracisin
Sverdlovsk (USSR) results

in approximately 100 1

\

deaths.
A
Intentional release of B. mallefin

I

]

I

]

I

I

I

]

I

1

I
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I

I

I

]

I

I

: ) > 1982-
Afghanistan during the 1982-84 19&4

1 war has been reported

I \Y

I \

] A"

I

I

A cult contaminates salads at 11
differentt restaurants in The Dalles,
OR, resulting in 2 outbreaks, 751

cases and 45 hospitalizations. /

- Conventions and Protocols Events; - Main Programs for BWA;

-
~
~
alS
-
-~
~——
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-~
- Bioterrorism Events

I

1

]

I

I

,' Bloomberg. These letters
I

were also intercepted before
delivery. /

I
I
I
I
]
I
I

I Ricin toxin is mailed to multiple
locations utilizing USPS including

the White House in 2012. In all
attacks arrests have been made.

Powdered B. anthracisis mailed to
multiple locations in the US,
resulting in 22 cases and 5 deaths
before the mailings stop.

[ *Time not scaled




3. Counter Threats Steps




g _
; Major event N
o)
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2 - 3
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v
Prevention measures Protection & Intervention measures

PREPARING DETERRING 'ﬁﬁ:: DELAYING PROTECTING ‘ RESTORING



Our approach will be based on detailed evaluation of the current technologies (rapidity and
accuracy), their possible improvement and/or integration on mobile platforms, and on the
development of new tools,

At each step of the disaster, the existing counter measures will be identified and assessed:

- Identified, whereas they are human (intelligence services, public and private security forces and
intervention teams) or technical (communications and data intelligence analysis measures,
chemical, biological, radiological, explosive risks detection...)

- Analysed: are they efficient to face the identified disaster scenarios? Alone? Combined with each

other? At what cost? Balance between effectiveness/cost? Are all the security objectives fulfilled
by the existing measures?



4. Prediction, prevention: THREATS

CONTRIBUTION INTERNATIONAL INSTITUTE AND ICI-IMEKO-CBRNE
RISE WORKHOP

ALAN GRIMMER (A.GRIMMER@INTERPOL.INT)

CBRNE COORDINATOR
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WHAT?
CBRN Events Worldwide, 1990-2013
D

Plots, successful <«
acquisitions, and
actual attacks

Mumber of Events
per Country

1-4
4 s5-10
& 11-27
4 28-51
4 52-87
START % Source: Profiles of Incidents involving CBERMN by Mon-state actors dataset

http://warontherocks.com/2014/08/a-global-picture-of-non-state-actors-and-cbrn/




WHAT?

HOMELAND SECURITY
COMMITTEE

TERROR CAMPAIGN IN EUROPE

Sept 2017
ISIS-linked incidents in Europe since 2013
N /7 1 .
S ar y Ty
1’, _r/;'. _,‘: e
France 27 | ¢ ) —

Germany I 20 ) <]

United Kingdom I 14 A

Spain I 11
Belgium I ©
Turkey I 7
Italy I 4

Denmark Hl 3
Switzerland Il 2

#7105

Kosovo Il 2
reland B 1
Netherlands B 1 b
Sweden B 1 ‘xs-llnked incidents
Austria g 1 ~~in 16 countries
Albania B 1

Macedonia g 1

J
Number of incidents for plots 10 ] e
attack, providing materal, financial / b
support, and amests 4 =
CC_ - e
-3 “-= -0 e -— i’

ISIS-LINKED PLOTS
AGAINST THE WEST

Incidents since 2013 broken down by weapon®

70 CASES
EXPLOSIVES

16 CASES
VEHICLES

50 CASES
EDGED WEAPON

TERROR THREAT SNAPSHOT

SEPTEMBER 2017




HOW?

Cinq nouveaux sites @ Sites signalés

: ® [nsi rson (-S); E ot z par EDF
o Slngle person; Y Bso?(eazeasgue(sts;gn' nUCIQalreS SI."'VOIGS . @Sites signalés
® Small group " ’ Par des drones | Gravelines par Greenpeace

® Blackmailing key-persons T — 19 octobre
1 31 octobre et Chooz

: : 1" novembre
® Single attack; ® Hit & run;
® Multiple attacks; ® Hit & hostage;
® Simultaneous attacks ® Hit & die

® Land (human; vehicles)

® Sea (vessels; fast boats; jet-skis; frogmen)

® Air (UAVs; small planes; hijacked airplane; helicopter; paragliding)
% Free-diving SIED?

l 13 octob e

® Conventional attack
® Asymmetric attack

MODUS o Com blned attaCk Sources : Greenpeace, médias
OPERANDI




WEAPONIZED DRONES

o

Types of UAVs used by IS are scratch-built, self-assembled and ready-to-fly UAVs




WEAPONIZED DRONES




WEAPONIZED DRONES

1
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Quadcopter modified with an improvised releasing system and modified 40mm grenade projectile /

equipped with an dual releasing system and two attached improvised bomblets



5. The role of robotics. An example of
cooperation: TIRAMISU Project




Toolbox Implementation for Removal of Anti-personnel Mines, Sub-munitions and UXO

Funded FP7 program (2012-2016)

24 Partners — 11 Countries

9 Academies

9 SME

2 RTO

1 NGO

1IND

1 EU - CROMAC

PAB: 10 experts from GICHD, UN,
¢ Field Stakeholders

EUB: 12 MAC

e Coordinator: Prof. Yvan Baudoin, RMA




Tools for Which Activities?

P N
4

< Land Impact | 7 T
// Survey /L/ \\
[/ Mission ) ' Non-technical \: ACtiVitieS
. Management Survey f
s /" .
A Leading to
y - v N
|” Mine Risk | TIRAMISU Technical \l
\ Education | Toolbox Survey | Re I ease
A y
\\\\7. //:; J/’,
.// =
[’ Training ” ‘\ Clogg in ji

Detection

\ / \ /
N
X | Protection v /

N " and Disposal |




Non Technical Survey

Objective?
Confirm Hazardous Areas

How?

* Data gathering: RS, mine records,
* Indicators: absence/presence
Who?

IGEAT, RMA, DLR,

FGUNIZ, CTDT, EUSC, PLUS




CLOSE-IN DETECTION AND STAND-OFF DETECTION

Objective?

Precisely detect and localise

How?

e Metal & GPR: Array, Stand-off

e Chemical and biological sensors
(Honeybeed)

* Intelligent prodder

Who?

ISR, RMA, DLR, USTAN, CSIC,

NOVELTIS, VALLON, IDS, DIMEC,

PIERRE




Mine Risk Education

- \ ,.*"”"‘\_\\

Objective? S
Reduce the risk of injury from mines and UXO T "’**/CD \
How? < P&D ‘ 4
« Computer database and games Golaén \;\//est

* Theatre play = social event Humanitarian
Who? Foundation

SNAIL-AID, PIERRE,
BRIMATECH, IMM, RMA




E-Training
E-tutor->Antipersonnel Landmines Identification

Air Bag

VA TIRAMISU  sub-etwtorsivsso [RAMISU = 0

Cover Plate
o9

Detonator Plug

Detonator Plug
Gasket

Flexible Rubber Sac
Lower Mine Body
M1 5tab Detonator

Walcomae to the fifth sub-e-tutor. This sub-e-tutor will provide you with a good
knowledge about the V5-50, You will learn its characteristics and different procedures
related to arming, neutralization and disarming. As well as the theory, thefe ane some
videos which h:g:you to understand how the mine works,

=
This sub-e-tutor is divided into 4 medule®§

The Stsmlimant h mansdty | Prossure Pad

1. Characteristics i
Spacer Ring
4. Arming procedure Pressure Pad

3. Neutralization procedure Hetaining Rimg

4. Disarming procedure: Steel Insert
Safety Pin

Stirrup

Safety Pin Housing

Ne=rrQ @@ ket

Striker Spring

5 Prong Fuze
; Dame Mut
- Farked Safety Clip
—mre=

Fragmentation
‘ Canister

Fragmentation
Canister Cover

mﬂlﬂr\‘-\']l Gasket
Mine O-Ring
Mortor Projector
Sleeve

Sub-e-tutor 4
TlRAMlSU V:Im:sra ﬁgr

Welcome o the fourth sub-e-tutor. This sub-e-tutor will provide you with a good
knowledge about the Valmara 69. You willl learn its charag :

procedures related to arming, neutralization and disarm
theere are some videos which help you to understand ho

This sub-e-tutor is divided into 4 modules:
1. Characteristics

Mortor Projector

2. Arming procedure Slecve Cap

3, Neutralization procedurs

Striker Housing

4, Disarming procedure Striker Housing Cap

Vertical Prong

Vertical Prang
Tensian Spring

e 00 @




Clawar Robots to help: Legged robots. Pioneering work in CLAWAR

Baudoin, Y, and Doroftei, . 2012. TriDem - A Wheeled Mobile Robot for Humanitarian Mine Clearance. In Proc. 6th IARP
Workshop on Humanitarian Demining (HUDEM), 24-26 April, Sibenik, Croatia, pp. 93-98.

Baudoin, Y., Habib, M.K., Doroftei, |I. 2011. Mobile robotics systems for humanitarian demining and risky interventions.
Using robots in hazardous environments. Woodhead Publishing Limited.

Kopacek, P., Silberbauer, L. 2008. A new Locomotion Concept for Humanitarian Demining Robots. 7th IARP International
workshop on Humanitarian Demining, El Cairo, Egipto.

Fukushima, E., Freese, M., Matsuzawa, T., Aibara, T., and Hirose, S. 2008. Humanitarian demining robot gryphon.
Current status and an objective evaluation. Intl. Journal on Smart Sensing and Intelligent Systems, Vol. 1, No. 3, pp.735-
753.

Habumuremyi, JC., et al. 1998. Rational designing of anelectropneumatic robot for mine detection. CLAWAR'9S, First
International Symposium, Brussels, Belgium; November, 26-28.

Hirose, S. and Kato, K. 1998. Quadruped walking robot to perform mine detection and removal task. In Proc. of the 1st
International Conference on Climbing and Walking Robots, Brussels, Belgium, pp. 261-266.

Nonami, K., et al. 2003. Development and control of mine detection robot comet-Il and Comet-Ill. JSME International
Journal, Series C, Vol. 46, N23, pp. 881-890.

Gonzalez de Santos P, Cobano J, Garcia E, Estremera J, Armada M. 2007. A six-legged robotbased system for
humanitarian demining missions. Mechatronics, 17: 417-430.

Marques, L., Rachkov, M., and Almeida, A.T. 2002. Control system of a demining robot. In Proc. of the 10th
Mediterranean Conference on Control and Automation. Lisbon, Portugal.
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Legged robots

Scanning
™ manipulator

- .“. :

2y ¢

3 t; ;‘.',. ot oy Metal dete::tor& infrared sensors
Armada, M., Cobano, J., Garcia, E and Gonzalez de Santos, P.. Configuration of a legged robot for humanitarian de- mining
activities. IARP International workshop on Robotics and Mechanical Assistance in Humanitarian Demining, Tokyo
(Japan), 2005..

P. Gonzalez de Santos, E. Garcia, J.A. Cobano, and T. Guardabrazo. Using Walking Robots for Humanitarian De-mining
Tasks, Proc. 35th ISR, Paris, France, March 23-26, 2004.

Cobano J, Ponticelli R, Gonzalez de Santos P. Mobile robotic system for detection and location of antipersonnel land-

mines: field tests. Ind Robot, 2008; 35(6):520-7.




Robot arms with sensors

Metal
detector head

B,

Ponticelli, R., Garcia, E., Gonzalez de Santos, P., and Armada, M. 2008. A scanning robotic system for
humanitarian de-mining activities. Industrial Robot, 35(2), pp. 133-145.



Héctor Montes, Lisbeth Mena, Roemi Fernandez, Javier Sarria, Pablo Gonzalez
Legged robots de Santos, Manuel Armada. HEXAPOD ROBOT FOR HUMANITARIAN DEMINING.
8th IARP Workshop on Robotics for Risky Environments. Lisbon. January 2015.
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Hexapod Robot
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Baudoin, Y., et al. 1999. EC Brite/Euram TN on Climbing and Walking Robots, including the Support Technologies for Mobile
Robotic Machines, (CLAWAR), Year 2 Report: TASK 9, Humanitarian demining.

Baudoin, Y, and Doroftei, . 2012. TriDem - A Wheeled Mobile Robot for Humanitarian Mine Clearance. In Proc. 6th IARP
Workshop on Humanitarian Demining (HUDEM), 24-26 April, Sibenik, Croatia, pp. 93-98
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Legged robots

Base General control architecture of the
Station reconfigured hexapod robot

Communication
System

Demining
tasks

r
Y

Trajectory
generator

-~
L J

Kinematic
control

|
Equipment and TOF Vision
Data Acquisition Camera| [ system | [PSPS] [LIDAR] | IMU

Ferndndez, R., Montes, H., Salinas, C., Gonzdlez de Santos, P., Armada, M. (2012) "Design of a
training tool for improving the use of hand-held detectors in humanitarian demining", Industrial
Robot: An International Journal, Vol. 39 Iss: 5, pp.450 — 463.



Legged robots

Advanced sensors for detecion of APL

Camera mini-ToF

Amplitude and
distance of

mini-ToF Camara mini-RGB

Terrain surface
mapping
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